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Introduction

- Authentication using 3D Secure has proven to reduce fraud and
improve CNP approval rates;

- New technologies are making it possible to reduce friction and improve
customer experiences;
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Introduction

- This year, Santander and Dafiti worked together on a Mastercard
guided implementation to spark a virtuous cycle and seed a healthy
authentication ecosystem in Brazil;

- Dafiti agreed to request authentication in all e-commerce transactions
in the pilot as long as Santander guaranteed an ldentity Check user
experience or otherwise returned the customer without friction.

These are their stories...
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The Dafiti Group Story...
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Where we are
4 today

MERCHANTS
_Brazil’s adoption —
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Merchants fear high impact on
conversion rates and complain,
among other things, of lack of mobile
device support.
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Issuers have a number of different
authentication flows, that can require
plugins and/or security add-ons.

Does not always work with every browser
version.
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Where we are Customers are wary of inserting PIN and
today other banking information on a screen
outside their normal banking

Brazil’s adoption environment.

of 3DS is below e ,
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Where we are . o
,. Fragile authentication, as many

tOday issuers base their auth flows on SMS
OTP. SIM swap becomes a serious
Risk of scaling threat!
~ 3DS with older e e .
“authentication ,
solutions -
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__,,.Where we are Exposure to phishing, as many
| today Issuers require customers to insert
login, passwords, PINs and other

_Risk of scaling info that could be used to commit

_ 3DS with older e
‘authentication A fraudster could simply build
SOIUﬁO-nS_ -_,-/”"//W Slmllar screens and aSk for Other
- information.

Will the average Joe be able to
detect something is fishy?
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We need to break the vicious cycle...

Issuers
"Very few merchants use 3DS,
why should | invest time and
effort on authentication?"

Merchants

"Issuers offer a bad experience.
Why should | even bother with
3DS?"
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Let's start wcrk'irng"to be part of the
solution and not part of the problem.

And biometrics authentication is pretty

cool.
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\
3DS 2.1 Protocol: more information flowing to
_EMV 3DS issuers and better scoring models being used

IS (almost) here in authentication.

We expect issuers to increase the # of

-2Q18 — Mastercard’s . . -
transactions to be approved without friction.

. Early Adopter Program
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\3\6»18 — General b

Avai*léb*'rﬁiy,_, S If a challenge is needed, solutions such as ID

Check Mobile can kick in providing strong 2-
factor authentication with very low friction.

No more passwords. No Tokens. No PINs.
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The Santander Story...
















Efficient checkout experi
merchant







& Santander

IMPRESSAO
DIGITAL

E vocé € nosso convidado
exclusivo para testar esta
novidade.

Para tornar a sua experiéncia alnda meinor,

n Santander, 2 Mastercard” e a2 Dafiti
oferecem um cupom de R$ 60,00 de
desconto em compras acima de R$ 300,00,
para ser utilizaco exclusivamente em compras
com g ID Check.

O SEU VOUCHER DE DESCONTO:!

Valido até O/ XX/ XX

) mastercard.




Transaction Flow  Push

Authentication

Dafiti purchase
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Utilize seu aplicativa MasterCard IdentityCheck para se
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Aguardando sutenticagdo pelo aplicative.
S8 8 9liacu 3 Autenticacdo pa O 3ICAtD, Por faver aguarde
alnuns sundos

SITE BLINDADO
100% SEIURC

-
f

' DESKTOP
& Sanl‘dlldcr DAFITI WEBSITE MOBILE mastercard.



er Experience
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TRANSAL CE= PENICNTES

Touch ID for “Ideatity Check
Mobile para Santander™

: Verifigoe essa transagiio com sua
b‘ impressio dgatal.

Cancel
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TRANSACAD VERFICADA
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User Experience

Vocb esth am um ambilente seguro. As informagies Inserdas nessa b
droa niio sfc visuokmudos ou ormazenedos pola oja

e e
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Valar: BAL 28 32
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Nome Partador: (L STAUD 0K
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Autenticacgio concluida com sucesso.

Clique &m "continuar” au aguarde para
voltar para a loja.
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ehind the scenes

& Santand dafiti Mastercard team in action Moccard.
HHRAREEE goup Credits to Lu Leal and Soraia Andrade st




- New authentication

- loT and Mobile commerce suppot
2.1



Mastercard — What’s next?
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o Security standards in the payment industry are evolving...

Physical

\

SECURITY EMV
STANDARD

Securing the payment
credentials

SOLUTION M/CHIP

Digital

)

Tokenization

3-D Secure 2.0

Authenticating the
cardholder

Identity Check

rastercond

v 10x more data = better
authorization decisions

v Enhanced support for
frictionless authentication
(Risk-Based)

v Seamless consumer
experience — integrated into
checkout flow

v Support for mobile in-app &
connected devices

) mastercard.



New standards ané technology will enhance the
yd experience and the value we deliver to consumers

v

3DS 1

3DS 2.1
Standard Limited incremental data, Rich data exchange,
multiple steps for Integrated experience,
consumer low friction
__~Authentication Passwords, Biometrics,
~ Technology Security Questions,

Behavioral analytics,

One-Time Passwords Risk-Based Authentication

Consumer Guest Checkout Card-on-file, Wallet, Enroliment,
Experience
PC/Browser

Mobile, In-App, loT

Solutions MasterCard.
SecureCode

| ‘pa}" | [:gl‘..' |l-h‘|:’.'s.'.g‘ B Microsoft

ay Wallet

Benefits Reduce fraud,

Benefits extended to a
increase approvals

broader set of digital
transactions

) mastercard.




3DS 2 Roadmap

Q3’17 - Q1’18 EMVCo

Test Period MA Europe and Q4

PSD2 deadline 3DS 1 no longer
(all customers) supported

Q3 * Q4
Mastercard Enhanced to Q3 3DS 2.0 &

. Ph 2 Identity Check
Identity support 3DS2 Pl Gomplarics
Check (existing users)

¢~ ~ “Global onboarding

Risk-Based
Authentication

adopter
period
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A simple and secure payment experience is a win for
everyone. Now is the time to take action.
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Consumers Financial Institution Merchants

« Eliminates the frustration of managing Decreases fraud by eliminating static passwords | « Helps drive revenue by reducing cart

and remembering passwords abandonment and increased approval
21 Enhances cardholder engagement and loyalty rates A

* Provides strong protection for __ .
consumer’s financial data Increases revenues via increased transaction Hassle-free authentication can help

completion rates merchants gain greater share in their

Lower customer service costs due to fewer calls| ~ Category
Sl PRSI B Authenticated transactions have higher

Enables new features and capabilities—including authorization approval rates
risk-based authentication & biometrics

* Minimizes disruptions to cardholders
due to decreased fraud
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